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As a Virtual ISO (VISO), ecfirst will provide the following services during the engagement:

Virtual ISO & Infosec //C Cfl rst

e Consultation and advice to leadership with respect to the strategic management of the information security program.
e Guidance and counsel to the CEO and key members of the leadership team in defining objectives for information security.

o Work with leadership to oversee the formation and operations of a company-wide information security organization that is organized
toward a common goal in information security and compliance.

® Develop and oversee remediation efforts to facilitate compliance with security regulations.

® Manage institution-wide information security governance processes and facilitate the establishment of an information security program and
project priorities.

e Coordinate and review incident response procedures.

e Establish annual and long-range security and compliance goals, define security strategies, reporting mechanisms and program services;
and create a roadmap for continual program improvements.

e Stay abreast of information security issues and regulatory changes at the state and national level and communicate to leadership on a
regular basis about those topics.

e Facilitate development, design, and implementation of proposed updates, enhancements, and new functionality to the information systems
so that privacy and security is maintained.

® |dentify emerging privacy and security practices and technologies to be assimilated, integrated, and introduced within the organization.

® Support the establishment of company infrastructure to support and guide individual divisions/departments/sites in IT efforts.

e Assess new security threats and vulnerabilities and make recommendations on appropriate avoidance and mitigation strategies.
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The InfoSec Service Staffing Program provides our customers with options for short term or long term information security or compliance
professionals, including:

® Security Analyst

® Security Professional

® Compliance Professional

® Senior Compliance Analyst

® Senior Cybersecurity Professional

Duration of contract can range from one month, to three months or longer.

Discuss your InfoSec Staff augmentation requirements with ecfirst.

We will create a cost effective solution to address your priorities.




